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Abstract-Nowadays, the transmission of digitized medical 
information has become very convenient due to the generality of 
Internet. Internet has created the biggest benefit to achieve the 
transmission of patient information efficiently. However, it is 
easier that the hackers can grab or duplicate the digitized 
information on the Internet. This will cause the following 
problems of medical security and copyright protection. In order 
to fulfil the security and convenience  issues of the patients 
following goals like the prevention of medical fault, the real-time 
detection of abnormal event, the support of clinical decision and 
developing of medical service based on patient has to be 
achieved. For this purpose this paper proposes the technique 
called binary embedding technique. It uses the binary 
information of the text embedded with semi reversible properties 
in the image are called binary embedding. This technique 
prevents the distortion of embedded information in the original 
image due to addition of noise. The concept of semi reversible 
property is used retains the original information, image quality 
before and after the process of watermarking is presented as a 
statistical analysis. 
 
Keywords— Data hiding, Semi Reversible, data embedding, 
digital watermarking, binary data, text data, coefficient 
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I. INTRODUCTION 
In today’s world the medical images can be given to 

the patient directly or send to the patient by online and also 
maintained as a soft and hard copy in the hospital for 
diagnosing and later in the future purpose [1]. The problem 
rises here that is while sending or giving the data to the patient 
we have to find whether the data belongs to particular patient 
or not and also the privacy of the patient is needed [2]. Hence 
authentication is required. 

The traditional methods used for authentication is by 
enquiring the patient directly, dispatching the information 
either directly or sending the information to their mail [3]. In 
this method some duplication will be performed and 
information will wrongly deliver in false acceptance of result. 

To avoid this type of problem, we used the latest 
technique called watermarking for authentication of the 
medical image [4]. Medical image watermarking means 
embedding the patient information in the medical image. Why 
have we chosen the watermarking for medical image to 
authenticate is, because it increases the storage compatibility 
and avoids storing of multiple information, etc [5]. 

  In this paper we proposed Text fusion Image 
watermarking technique with semi-reversible property having 
higher order embedding capacity which is an improved model 
of this method. Here we used the binary information so that 
the complexity will be reduced. By using watermarking 
technique the memory needed to store the patient information 
is minimised and better authentication of the patient is 
performed. 

 
A. Related Works 

Frequencies domains watermarking such as DCT, 
FFT, DWT are used in which the image is initially 
transformed to the frequency domain then the low 
frequency components are modified containing the 
authentication [6]. Spatial domains watermarking is the 
values of the chosen frequencies are altered from the 
original containing the watermark [7]. There are some 
semi-reversible watermarking algorithm are used based on 
robust Fourier domain embedding technique for securing 
medical informatics but here the distortion occurs due to 
round of errors, here the robustness depends upon the size 
of the bit plane [8]. There is another method also used 
called difference expansion applied for multilayer 
embedding but the visual quality of the embedded image 
will be drastically degraded and also there must be 
underflow or overflow problem and having less hiding 
capacity [9]. These are some of the related works done. 
 

B. Problem Definition 
 This specification document describes the capability 

that provides the software application “text fusion 
watermarking with semi-reversible properties in medical 
image for authentication” overcomes the problems which 
rises like medical image distortion, attack of watermarking 
medical images, etc. 

 
C. Goals and Objectives 

Goals 

 To provide authentication for the patient by 
encapsulate the patient information in the medical 
image. 

 To extract the patient information from the 
watermarked medical image and if authenticated then 
the medical image is recovered from the distortion 
which enables to get back the original medical image. 
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 At the end, the original image, watermarked image 
and the reconstructed image is to be compared by 
using coefficient variation. 

  
 Objectives 

• To provide the patient information to be hidden in the 
medical image component. 

• To provide lower computational complexity and 
higher embedding capacity. 

 
Medical image Processing: 

The steganography concept is very useful in secret 
transfer and better authentication for medical images [10]. 

 
II.    ANALYSIS 

A.  Feasibility Study 
The Feasibility Study is made according to two major 
considerations [11]. 
 

Operational feasibility 
• The proposed paper is beneficial to the authorized 

users. It prevents their information from reaching to 
hackers. 

• All patients can access to their information easily 
from their medical image by extracting the 
information with the given key. 

     
   Technical feasibility: 

• Technology needed for present project is already 
available. 

• The latest techniques are incorporated so as to 
achieve the best of this new development of the 
system. 

• This new technology guarantees imperceptibility, 
ease of accuracy and reliability. 

• The system is fully developed and generalized, so 
that any future expansion will not be a hindrance. 

• Security is provided in the form of data hiding 
technique called watermarking with the key. Hence 
unauthorized users cannot access the information in 
the system. 

             Thus we conclude that the Text Fusion 
watermarking with semi-reversible properties for 
Medical image authentication is not only operationally 
viable, with the right behavioural pattern, but also 
economically viable, with the required technical 
feasibility. 
 

III. ARCHITECTURE OF PROPOSED SYSTEM 
A. System Architecture 

The image authentication is one of the critical 
processes where the copyright of the owner must be 
secured while transmitting the image in the network. So, 
we concentrate on the security of the owner information. 
For this we choose an invisible data hiding technique 
known as watermarking which is performed in the medical 

image for copy protection and authentication for medical 
images. The architecture is shown in fig 1 

Let us see the advantages and disadvantages of this method. 
 
 Advantages: 

• It is a semi- reversible data hiding technique with 
high-capacity and low-distortion characteristic by 
utilizing different expansion of the pixel pairs.  

• It improves trustworthiness of signal tracing and 
maintaining the visual perception. 

 
Disadvantages: 
• The process of adjusting the watermark intensity for 

a given image is difficult.  
• To prevent the reduction of the image quality, the 

processed pixel values which are greater than 255 
will be abandoned. This will cause the reduction of 
the embedding capacity. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig1.  Architecture of Watermarking 
 

• Pseudo random bit sequence generation should be 
done before embedding the information for 
modifying the intensity values.  

B. Proposed Method 
 We used the text fusion watermarking technique for 
better authentication of the medical image. In this case the 
detector uses a threshold value is the number of characters as 
the key provided to extract the data from the medical image. It 
also proposes the concept of semi reversible properties in the 
image for data-hiding and to get back the medical image 
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without any distortion during watermarking. We demonstrate 
how the proposed approach reduces the probability of false 
negative detection without increasing the false positive 
detection rate. The coefficient variance of original medical 
image, watermarked image and reconstructed image is 
compared.  

The proposed method is divided into five modules 
1.Encoding, 2. Decoding, 3. Authentication,4. Reconstruction, 
5. Correlation.  

 
1) Encoding 

The watermarking data is the text data having the 
patient information stored in the text file which is to be fused 
in the medical image. 

 
Grey scale Image: 
          Our proposed method uses an X-ray image which is 
an intensity (grey scale) image where it takes an 8-bit value 
i.e. (0,255). 
 
Watermark Embedding: 

The embedding process is to mix the text data in the 
medical image. Firstly the text file having the patient 
information is read and then it was converted to the binary 
data using the equation (1). 

ሻ ݐሺ ܤ  ൌ  ቀ൫௧௘௫௧ ሺ ௜ ሻ& ଶళ൯اଵቁ ଶళ    (1) 
Where,   1 ≤  i  ≤  count, 1  ≤   t   ≤  8 and B is binary data, 
count is the no of characters and text () is the text data in the 
file. In order to have the semi reversible that is higher order 
function is performed using the equation (2). 
,ݔሺ ܫ  ሻݕ  ൌ ,ݔሺܫ  ሻ & ሺ2଼ݕ െ 2ሻ  (2) 
Where     t  ≤   i   ≤  count *8 and I(x, y) is the source image. 
 Finally the binary content of the text data is 
embedded in the medical image using the equation (3) 

W(x, y) = I(x, y) ⊕ B (t)      (3) 
Where, W(x, y) represent the watermarked image. Now, the 
text data which has the patient information is hidden in the 
medical image with semi reversible property by bit by bit 
encoding of higher order sequence. 

 
2) Decoding 

During the decoding process the data encapsulated in 
the watermarked medical image is extracted for the 
authentication process. 

 
Watermarked Image: 
                  Our method uses an X-ray image which is intensity 
(grey scale) image where it takes an 8-bit value i.e. (0,255) 
embedded with the text data.  
 
Watermark Extraction: 
 In our method the binary data of the text information 
embedded in the medical image is extracted. During 
extraction, the number of characters embedded is given as the 
key to decode the binary data and the medical watermarked 
image is performed using the equation (4). 

B (t) = W(x, y) & 1   (4) 
After the extraction the binary data is converted to 

the text data using the equation (5) for the authentication. Text =ܤሺݐሻ ൈ 2ሺ଼ି௧ሻ   (5) 
Where, 8≤ t  ≥ I, 1 ≤  i  ≤ count. 

 
3) Authentication 

It is the process to determine the ownership of the 
information or image provided [11]. Here the multiple 
authentication is performed, once the user didn’t give the 
correct key the extraction will not be performed and if the key 
is given correct, the extraction is performed and the text data 
is stored in the text file to compare with the information of the 
patient, if the data is correlated with the patient information 
then the image is authenticated else the image is not 
authenticated. Thus the authentication is performed 
 
4) Reconstruction 

Once the image is the medical image it must not 
be affected due to watermarking and if even though it is 
affected we ought to recover the affected area, to obtain 
the original medical image from the watermarked image so 
the image must be reconstructed [12]. This process follows 
only when the image is authenticated. After the image is 
authenticated then the watermarked image is reconstructed 
to recover the originality of medical image by using the 
semi reversible property followed using the equation (6) 

 I(x, y) = W(x, y) ⊕ B (t)  (6) 
The reconstruction process is same as encoding 

process but the parameter is watermarked image and the 
binary data of the text obtained from the extracted 
resultant text data, finally the original image is obtained. 
 

5)  Image variance 
Finally our attention is to the check the variance 

of the image before watermarking, after watermarking and 
after the reconstruction of image. Here we used the 
coefficient variation to detect the variation or changes in 
the image after the various modules like encoding, 
decoding and reconstruction. The variation is plotted in the 
graph relation in decibels (dB) using the equation (7), (8) 
and(9).  
݊ܽ݁ܯ   ൌ  ଵே  ∑ ௜ே௜ୀଵݔ    (7) 

ܦܵ  ൌ ට∑ ሺ௫೔ିμሻమ೔ಿసభ ே    (8) 

݊݋݅ݐܽ݅ݎܸܽ   ൌ ெ௘௔௡ௌ஽    (9) 
                       

IV. IMPLEMENTATION 
A. Experimental Results 

 The medical image of size 256*256 grey level 
images is used to demonstrate the effectiveness of the text 
fusion watermarking method. Initially the text having the 
information of the patient in the notepad shown in fig 5 is 
taken as a watermark. This text information is converted to 
binary data and transformed into the 128 bit of an original 
image shown in fig 2 by exclusive operation resulted in 

587587587

Authorized licensed use limited to: DePaul University. Downloaded on January 4, 2010 at 17:37 from IEEE Xplore.  Restrictions apply. 



 
 

watermarked image shown in fig 3. The watermarked image is 
further tested for the authentication by extracting the text 
information shown in fig 6. 

The binary data is extracted and converted to text is 
done and stored in notepad. After extraction, the watermarked 
image is removed by reverse operation of exclusive with the 
resultant binary information of the text, which results  removal 
of  distortion and  original medical image is recovered shown 
in fig 4. All the operation are performed using binary 
information resulted in less distortion watermarked image and 
the time taken for embedding, extracting and recovering are 
also very less. 
 

  
 

 
Fig 2. Original Image 

 
 

 
 

Fig 3. Watermarked Image 
 
 
 

Fig 4. Reconstructed image 
 
 

 
Fig2. Original Image 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig3. Watermarked Image 
 
The each resultant image obtained is compared with 

the original image using coefficient variation to test the level 
of distortion. The compared result is shown in fig 7 where 
there is less variance between the original image and 
watermarked image and there is no variance between the 
original image and recovered image. Finally the quality of the 
image is improved by the frequency domain technique by 
DWT.  

 

 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
 

Fig4.  Recovered Image 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig5. Embedded Text  
 
 
 
 
 
 
 
 
 
 
 
 

Fig6. Extracted text 
 

V. CONCLUSION 
This paper presents a watermarking of the patient 

information in the form of text data which is embedded in 
medical image using the semi-reversible properties in order to 
get back the original medical image. Exploring space 
patterning of a text document used digital watermarking.  

Digital watermarking in the frequency domain for 
general gray scale picture is useful for the desired quality of 
the watermarked image. It enables high-capacity applications 
for reversible data extraction in protecting medical images and 
data hiding. Thus the complete model with hiding the patient 
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information in addition to the authentication information is 
performed 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 7. Coefficient Graph of original 
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