TDC 425 Final Exam Study Guide
Summer I 2011
One 8.5 x 11 inch double-sided crib sheet
Short answer/multiple choice
120 minutes max
Readings:
Chapters 7 - 13

Lecture Notes: All

Areas to concentrate on (there may be other areas tested on the exam):

1. Functions, advantages and disadvantages of a LAN; LAN topologies; medium access control protocols; MAC sublayer; LAN systems

2. LAN switch operation; basics of routers, hubs and servers

3. Network operating system basics, including domain and tree structured designs; characteristics, advantages and disadvantages of popular NOSs.

4. WAN basics: including circuit switched, packet switched (datagram and virtual circuit), broadcast, connection-oriented, connectionless, routing (least cost, flooding, centralized, distributed, isolated, adaptive, and static), and network congestion.

5. The Internet: services provided, IP (addressing, routing, fragmentation, time-to-live), ARP, DHCP, NAT, IPv6, DNS, and TCP protocol (basic functions)

6. Telecommunication concepts: POTS, Divestiture of 1984, Telecommunications Act of 1996, PBX, T-1, ISDN, frame relay, ATM, MPLS/VPN, and DSL

7. Network security: basic security measures, standard system attacks, encryption and decryption techniques, PKI, and firewalls

8. Network design and management: baselines, MTBF, MTTR, availability

Sample Questions (this is only a sampling of questions):
1. Given a retail department store with 20 cash registers, what type of LAN would you use to interconnect the registers?  What type of wiring?  Where would you place hubs/switches/servers?

2. Does a datagram network require any setup time before a packet is transmitted?  If so, when and how often?

3. Does a virtual circuit network require any setup time before a packet is transmitted?  If so, when and how often?

4. Does Ethernet use flooding?  If so, give an example.

5. What does the term 1000BaseT mean?
6. Which part of the standard telephone system (POTS) is always analog?

7. If a phone call stays within a LATA, what kind of phone company will handle the call?

8. What is the function of ARP? DHCP? NAT?
9. State which ATM class of service would best support each of the following applications:

a. e-mail with image attachments

b. interactive video

c. simple text e-mail

d. voice conversation

10. A very large file is transmitted over a TCP/IP network.  Assuming the file has to be broken into pieces, who does the breaking and how is it done?

11. Given the classful IP address 147.33.104.4, is it a Class A, Class B, or Class C address?

12. Given the classless IP address 147.33.104.4/24, how many hosts are on this network?

13. You want to write a song and apply a digital signature to it, so that you can later prove that it is your song.  How do you apply the signature, and later on, how would you use it to prove that the song is yours?
14. What is the reliability of a router if the MTBF is 4500 hours and a transaction takes 0.002 seconds?
15. For each of the following statements, answer with the appropriate term or abbreviation.

______ a. A type of telephone company that offers long distance service.

______ b. A type of telephone company that existed before 1996 and offers local phone service.

______ c. A type of telephone company that is new since 1996 and offers local phone service.

______ d. The point at which a local phone company connects to a long distance phone company.

16. For each of the following, state whether each was the result of the Modified Final Judgment of 1984, Telecommunications Act of 1996, or neither: (answer 1984, 1996, or neither)

a. AT&T had to sell off its local telephone companies ___________________

b. The LATA was created ____________________

c. Customers could choose between different local distance telephone providers  _____________

d. Customers could choose between different long distance telephone providers _____________

e. Existing local telephone companies had to “sell their dial tone” to newly emerging local telephone companies ______________________

17. What exactly does frame relay do if a frame is garbled and produces a checksum error (2-3 words)?

18. What is meant by the term public key cryptology?

For 2 percentage points extra credit, answer each of the above 18 questions and submit at or before the final exam.

